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OUR JOB 
IS YOUR 
DEFENSE
Joe Marshall – Sr. Security Strategist
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Who am I?

Joe Marshall

Hacking, IoT, and keeping the internet safe.

Baltimore, MD

Senior Security Strategist and threat researcher

@immortanjo3
josmarsh@cisco.com
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Our job is protecting your network
Talos is the threat intelligence group at Cisco. We are here to fight the good fight — 

we work to keep our customers, and users at large, safe from malicious actors.
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Unmatched 
visibility across 

the threat 
landscape

~2,000 new samples/minute

~2,000 domains blocked/second

~9M emails blocked/hour

550B security events/day
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Let’s learn about cyber 
crime

And how it relates to Agriculture



-

Pirates are cool
(not really)
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What do pirates 
need?
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The word of the day?
Corruption
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Russia and the Cartels 
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And there are rules
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Understand that crypto is often linked to cyber crime

Victim
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The Ransomware Business Model

Cartel

Malware

Miscreants

Email Web Exploitation

Victims

Command &
Control Server (C2)

Access brokers
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Example: Conti Cartel
(RIP) 
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A look inside a cartel
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You can even read their playbook
https://blog.talosintelligence.com/2021/09/Conti-leak-translation.html
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Shaming sites
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Understanding the macro
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Recent news
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Education/MFG/FINS
RV – pushing to the 

front!
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BEC climbs to defeat 
ransomware
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Valid accounts was 
the top infection 

vector when 
identified in Q2
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Lack of MFA is still 
the top security 

weakness
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$$$$$$$$$



-

Big Game Hunting!
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Compromise as a Service
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So, what’s the 
deal?
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Well, there's this of 
course….
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Global agriculture is all connected 
https://blog.talosintelligence.com/ukraine-and-fragility-of-agriculture/
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But it goes deeper of course
What else ties into Ag? Everything.
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FBI PIN Alert

https://www.ic3.gov/CSA/2022/2204
20-2.pdf
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Food for thought….

“The FBI noted ransomware attacks during these seasons against six grain 
cooperatives during the fall 2021 harvest and two attacks in early 2022 that could 
impact the planting season by disrupting the supply of seeds and fertilizer. Cyber 
actors may perceive cooperatives as lucrative targets with a willingness to pay due to 
the timesensitive role they play in agricultural production. Although ransomware 
attacks against the entire farm-to-table spectrum of the FA sector occur on a regular 
basis, the number of cyber attacks against agricultural cooperatives during key 
seasons is notable.”
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Excellent work here!

https://www.foodandag-
isac.org/_files/ugd/473ff0
_08416fb686f54fd7837b6

e3e5df00054.pdf
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https://www.foodandag-
isac.org/_files/ugd/473ff0_70ffe1fe6

76e4adfb4c726de66864371.pdf
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Infrastructure writ large are targets
https://www.dni.gov/files/CTIIC/documents/products/Recent_Cyber_Attacks_on_US_Infrastructure_Underscore_Vulnerability_of_Critical_US_Systems-June2024.pdf
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Why I do what I do
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@talossecurityblog.talosintelligence.com
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